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Configuring Secure Socket Layer (SSL) communication for a standalone
environment

The following steps are required to make the communication between the Process
Center and the Process Server work with https in a standalone environment.

Import the Process Server WAS root SSL certificate into Process Center

1. On the Process center WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificate.
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2. Click NodeDefaultTrustStore.

Cell=wpsvml0aModedzCell, Profile=ProcCtroz

Close page

55L certificate and key management (4

551 certificate and key t > Key stores and certificates

Defines keystore types, including cryptagraphy, RACF(R), CMS, Java(TM), and all truststore types.

kKevstore usages

ISSL keystares ;I

Preferences

Mew || Delete | Change password... Exchange signers..

Select| Marne 2 |Descripti0n o Managerment Scope Path 2

“fou can administer the following resources:

- ModeDefaultkeyStare | Default key stare for [cell)iwpsvmlOaNaode02Cell:
wpsvrmlO0aModed2 (nodeliwpsvrniOaModedz

- ModeDefaultTrustStore | Default trust store for | (cellliwpsvrniOaModedzcell:
- “ wpsvmilDaNodeO2 (nodeliwpsvrniOaModedz

${CONFIG_ROOTH cellsfwpsvrnl0aNode02Cellfnodes/wpsvrnl0aNode02/key.p12

${CONFIG_ROOTH cellsfwpsvrnl0aNoden2Cell/nodes/wpsvrnl0aMode02 trust. p12

Total 2

3. Click Signer certificates.
Cell=wpsymllaiodedZCell, Profile=ProcCtriz

s

L certificate and key management

55L certificate and key management > Key stores and certificates > Node DefaultTrustStore

Defines keystare types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types,
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4. Click Retrieve from port.

551 certificate and key management =

551 certificate and key management > Key stores and certificates > Node DefaultTrustStore > Signer certificates

Manages signer certificates in key stores,

Freferences

Add|| Delete | Extract | Retrieve from port

Select| Alias & Izzued to X Fingerprink [SHA Digest) Expiration O
“ou can adrinister the following resources:

I- datapower ClU=Root CA, O="DataPower ASBAAG RS IBC: 26 2R S0 28 8093 CARA RS 2105 F2:54:14:17 | Walid from

Technology, Ina", C=US Jun 11, 2003
to Jun &,
2023,

l- ps10b CH=wpswrnl0b, zvl.ibm. com, DD:ECi32:iF0:26:8E:1C:25:C7:30:19:8F:167:DB:74:A8:6F:145:E4:C4 | Walid from
OlU=Root Certificate, Oct 25, 2011
OU=wpsuvrnlobModeozcell, to Ok 21,
OU=wpsurnl0bNodedZz, O=IBM, 2026,
c=Us

r root CH=wpsvrnl0a, wps.sulibrocom, | 04:4E:06E2FBI9B 1841 4B 1A 661541 CAILE6 1681 78 FDBS 113 82184 | Valid from
Ol=Root Certificate, Ok 25, 2011
OlU=wpsvrnlO0aModel2Cell, to Ock 21,
OU=wpsvmlOaMode0dz, O=IBM, 20ZE,
c=Us

Tatal 3

5. Enter the Host name, secure Port of the Profile (WC_defaulthost_secure of
Process Server profile), and Alias, and click Retrieve signer information.

Note: The WC_defaulthost _secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

55L certificate and key management 7=

55L certificate and key management == Key stores and certificates > NodeDefaultTrustStore > Signer certificates = Retrieve
from port

Makes a test connection to a Secure Sockets Laver [S5L) port and retrieves the signer from the server during the handshake,

General Properties
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* Port
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6. Click Apply and save your chanies.
5L certificate and key management =

55L certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates > Retrieve
from port

Makes a test connection to a Secure Sockets Layer [55L) port and retrieves the signer from the server during the handshake,
General Properties

# Host
||wps-.lrn10b.su|.ibm.com

* Port
(3444

S5L configuration for outbound connection
INodeDefaultSSLSettings;I

* Aliaz
|psRDot

| Retriave zigner information I

Retrieved signer information

Serial number
[z97e47995606e75 |

Iszued to

CH=wpswrnl10b, svlibrm.com, OU=Root Certificate,
OU=wpsvmlObNoded2Cell, OU=wpsvml0bNode0z, O=IEM, C=US

Iszued by
CM=wpsvrmnl0b. svlibrm.comn, OU=Raoot Certificate, |

OU=wpsvmlObNoded2Cell, OU=wpsvml0bNode0z, O=IEM, C=US

Fingerprint [SHA digest)
|DD:EC:32:FD:26:EEE:1C:25:C?:SD:19:EIF:G?:DB:?4:A8:6F:45:E4:C4 |

Walidity period
[oct 21, 2026 |

Apply | =14 Reset Cancel




Export the Process Center root signer certificate

1. On the Process center WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificate >
NodeDefaultTrustStore > Signer certificates.

2. From the Signer certificates panel, click the root checkbox and select
Extract.

%5L certificate and key management -

55L certificate and key management > Key stores and certificates > NodeDefaultTrustStore > Signer certificates

Manages signer certificates in key stores,

Freferences

Delete I Eutract | Retrieve from port

El=lEEl
ey

Select| Aliaz & Izzued to % Fingerprint (SHA Digest) 0 Expiration 0

“fou can adrninister the following resources:

|- datapower ClU=Raoot CA, O="DataPower A B A RS IRC 26 2R S0 2 B0 93 AR A R4 3105 F2: 541417 | Walid from

Technology, Inc", C=US Jun 11, 2003
to Jun &,
2023,

- pslob CH=wpsvrmnlOb.svl.ibm. comn, DLGEC:32:F0:26:8E:1C: 2507 30:19:8F: 67 DB 74 A8 6F:45:E4: ¢4 | Valid from
OU=Raoot Certificate, Ok 25, 2011
OU=wpswrmnlOdbModedzCell, to Ot 21,
OU=wpswrmnml0bMNodenz, o=IEM, 2026,

C=Us5

CH=wpsurnlO0a. wps.sul.ibrn.corn, | 04:4E:06:E2:FB:9B: 84 4B 14 66:54:CA:16:68: 758 FO:B5:13:22: 84 | Valid from
OU=Raoot Certificate, Ock 25, 2011
OU=wpsvrmnlldaModedzCell, to Ot 21,
COU=wpswrml0aModenz, o=IEM, 202,

C=Us5

Tatal 3

3. Specify the File name path where you want to save the certificate and set the
Data type to Binary DER data. Click OK.

551 certificate and key management W=
551 certificate and key management > Key stores and certificates > NodeDefaultTrustStore = Signer
certificates > Extract signer certificate

Extracts a signer certificate frorm a perzonal certificate to a file,
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4. Copy the extracted Process Center root certificate to the Process Server system.



Import the Process Center root SSL certificate into Process Server

1. On the Process Server WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificate >
NodeDefaultTrustStore > Signer certificates > Retrieve from port.

2. Enter the Host name, secure Port of the Process Center Profile
(WC_defaulthost_secure of Process Center profile), and Alias, and click
Retrieve signer information.

Note: The WC _defaulthost secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

3. Click Apply and save your changes.

Export the Process Server root signer certificate

1. On the Process Server WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificate >
NodeDefaultTrustStore > Signer certificates.

2. From the Signer certificates panel, click on the Root checkbox and select
Extract.

3. Specify the File name path where you want to save the certificate and set the
Data type to Binary DER data and click OK.

4. Copy the extracted Process Server root certificate to the Process Center system.

Edit 100Custom.xml on Process Center

1. Edit wAS_HOME\profiles\profile name\config\cells\cell
name\nodes\node name\servers\server name\process—

center\config\100Custom.xml to overwrite values from 99Local.xml.

For example:
c:\BPM\profiles\ProcCtr0Ol\config\cells\gascogne(OlCell\nodes\gascogne
NodeOl\servers\serverl\process—-center\config\100Custom.xml.

2. Open wAS_HOME\profiles\profile name\config\cells\cell
name\nodes\node namel\servers\server name\process-—

center\config\system\99local.xml.
For example:



c:\BPM\profiles\ProcCtr0Ol\config\cells\gascogne(OlCell\nodes\gascogne
NodeOl\servers\serverl\process—-center\config\system\99local.xml.

3. Copy all occurrences of http://<PC_hostname>:<non_secured_port> in the
99local.xml file, including the enclosing xml tags, and paste them in to the
100Custom.xml file.

| 991 ocal.xml - Notepad
File Edit Format “iew Help

~
<l—- when true uses the portal for previews of reports and scoreboards. when false uses the "old" task manager --»
<use-portal-for-previewstrue</use-portal-for-previews
<l—— prefix for urls that refer to the webapi --»
<webapi-prefixshttp: /AAwpsvmloa. svl. 1bm. com: 9081 fwebapi</webapi-prefixs
<process-help-wiki-url-viewshttp://Awpsvmloa, svl. bm. com:9081/processhelp/en/STITLEX?teamworksTitl e=X
TEAMWORKS_TITLEX< process-help-wiki-url-—views
<process-help-wiki-url-edit=http:/ Awpsvmloa, svl. ibm. com:9081/processhelpsen/special iEdit?topic=%TITLEX
famp; teamworksTit 1 e=XTEAMWORKS_TITLEX</process-help-wiki-url-edits>

<process-help-access-rolextw_admins</process-help-access-rolex
<formatting-templatess>

<formatting-template comment="Currency’ template="%{ &, i, 8L 43"

<formatting-template comment="Currency" template="d&#, 3, S8 84 €7

<formatting-template comment="Currency” tTemplate="€ &, #ad, e a8 >

<formatting-template comment="Integer" template="###, #44, FE" O

<formatting-template comment="Decimal"” Template="###, b, . #40 >

<formatting-template comment="Us phone" template="(#H4) 000-0000" />

<formatting-template comment="uUS 335N" template="000-00-0000" />
</formatting-templatess
<mime-typess>

<mime-type type="application/javascript” />

<mime-type type="applications/octet-stream” />

<mime-type type="application/pdf" />
<mime-type type="applicationsxml" /=
<mime-type type="applicationsxml-dtd" />
<mime-type type="applicationszip" /> v
] ] = 11 H
4, Add merge="mergeChildren" to the parent xml tags that contain the

http://<PC_hostname>:<non_secured_port>.

5. Add merge="replace" to the xml tag that contains the
http://<PC_hostname>:<non_secured_port>.

B 100Custom.xml - Notepad

File Edit Format Wiew Help

>

<reloadable-jar-Jocatjon>temp</reloadable- %ar -locations
<reloadable-jar-Tocation-Toad-only-once>false</reloadable-jar-location-load-only-onces
</ /servers
-

<!—- sample default work schedule config.
<servers
<default-work-schedule merge="replace"»
<time-schedules>7amM-7PM Every Day</time-schedules
<time-zone>CsST</Time-zones
<holiday-schedulerempty holiday</holiday-schedules
</default-work-schedules
</ /sarvar:
-

<authoring-environment (mer i echﬂdren E
<images-prefix A wpsymloa. svl, Thm. com: 9081 /Teamwork s </ Amages-prefixs
<portal-prefix P wpsvmloa. svl, Thm. com: 9081 /portal</portal -prefixs
<repository- pr"eﬁx shttp: /Awpsvmloa, svl. Tbm. com: 9081 /ProcessCenter</repository—prefixs
<servlet-prefix_(merne="rapnl >http SAwpsumloa. svl. Tbm. com: 90814 /teamworks</serv]et-prefixs
<wehapi-prefix >htt L/ Swpswmloa, swl. ihm. com: 90814 fwebapi </webapi-prefixs
<process-halp-wiki ur'l -view terge= replace rhttp:/ wpsvmlOa. sv1. ibm. com: %081 /processhelp/en/%¥TITLEX?

eamworksT'lﬂe=%TEAMWORKS_TITLE%</process— elp=wiki-url-views

I <process-help-wiki-url-edit httH:u //wEsvm:LOa. sy, dbm. com: 9081 /processhelpsensspecial:edit?topic=%
ITLE%&amE;teamworksTit'le=%TEAMWORKS_TITLE%</prDcess—he p-wiki-url-edit>
</authoring-environment>

>htt

</propertiess

E2l




6. Change all occurances of http://<PC_hostname>:<non_secured_port> to
https://<PC_hostname>:<secured-port>.

7. Add the corresponding closing xml tags.

B 100Custom.xml - Notepad

File Edit Format View Help

</servers ~
<!—- sample connector configuration
<sarvers
<re1oadah1e—jar—1ocatiDn}temp</re1Dadab1e—qar—1ocation>
<reloadable-jar-location-Toad-only-oncexfalse</reloadable-jar-location-Toad-only-onces
</servers
-
<!—- sample default work schedule config.
<sarvers
<default-work-schedule merge="replace"»
<time-schedlule>7amM-7PM Every Day< time-schedules
<time-zone>CsT</Time-zones
<holiday-schedulezempty holiday<sholiday-schedules
</default-work-schedules>
</servers
-

<authoring-environment merge="mergechildran"s
<images-prefix merge="repl ace">F§://wpsvm10a. sy, ibm. com {8444yt eamworks </images-prefixs
<portal-prefix merge="replace >https:/rwpsvmlOa.svl.ibm.com:9444 /fportal«/portal-prefix:
<repository-prefix "merge="replace">https:Awpsvmloa. svl.Tbm. com: %9444 /ProcesscCenter</ repository-prefix:
<servlet-prefix merge="replace">https: Awpsvmloa. svl. hm. com: 9444 Leamworks</serviet-prefixs
<webapi-prefix merge="replace">https:/fwpsvmloa. sv1. Tbm. com: 5444 Awvebapi<webapi-prefixs
<process-help-wiki-url-view merge="replace">https:fwpsymloa.svl. ihm. com: 9444 /processhelp/en/ETITLER?
teamworksTit]e=%¥TEAMWORKS_TITLEX</process-help—wiki-url-view>
<process-help-wiki-url-edit merge=“rep1ace“>httgs://wpsvmlOa.sv1.ibm.com:9444/pr0cesshe1pfen/specia1:Edit?topic=%
H i =XTEAMWORKS_TITLE%</process-help-wiki-url-edit>
</authoring-environments>

TIT

</propertiess

8. Copy the parent tags for the <client-link> that contains
http://<PC_hostname>:<non_secured_port>, and paste them to the server
taqg.

B 99] ocal.xml - Notepad
File Edit Format Yiew Help

<enahle-javascript-executionsfalse</enahle-javascript-execution: |
< COmmons 2

{(<server merge="mergechildren™s)

¢l-— email properties --»

== SMTP server that mail should be sent to —-»

<SMtp-Sarver>smtp. your Company. com</smtp-server:s
<! -— Information generating the email from templates —-»

<1 The Two templates that should be used to generate the text of —-»

the email message. vou should choose one "process" and one --»
"noprocess" entry. The process entry 1s used if the task send —-»
has an associated process, the noprocess entry if there is --»

no associated process. externalmailprocess uses javascript --»

and a button to start the process, this does not work with --»

some email clients that disable javascript. If this affects you --»

choose the externalmailprocesslink which uses a Tink instead. --»
! _{0} prefix represents language and is replaced at runtime with Tang code Ce.g. _en) --»
<l-— <processsexternalmailprocess_{lang}. html</processs --»

<processrexternalmailprocesslink_{0}. himl</process>
<no-processrexternalmailnoprocess_{0}. html</no-process:

<l-— The URL which defines how to get to the teamworks client to --»

<l-— display the provided task. Do not put a trailing slash as the --»

<l—— template provides the slash. This URL is also used to generate —-—»

<!-— the url for the background images in the mail if //webImages/prefix --»

<l-— not_set, --»

client-Tinkshttp:/Awpswmloa, sv 1. ibm. com: 0081l Teamworks </ /cTient-Tinks
(< ma11—temg1ate>
<I——IFf this 1s set to true then the from address set on external email will --»
<l—— include a valid email address, which is either the user's contact email --»
<!-- address or the default address helow if no contact address is found. -
<walid-from-reguireds-true</valid-from-reguireds
<l-— uUsed when sending external email if the sender has no email contact info set --»

<default-from-address>twadmin@lombardisoftware. come/default-from-addresss>
<send-external-emailstrue</send-external-emails

<!-- ML and other transform info. --»

<transformations merge="mergechildren">
<!-- sets the default prefix for xs1 files so that they can be found by xSLTransformations code. —-»
<!-- change this if you need to override the value set in S0appServer.xml --»
<l--




9. Add the server section to the 100custom.xml file. Add
merge="mergeChildren" to the parent xml tags and add merge="replace"
to the xml tag that contains the http://<PC_hostname>:<non_secured_port>.
Then update http://<PC_hostname>:<non_secured_port> to
https://<PC_hostname>:<secured-port>.

B 100Custom.xml - Notepad

File Edit Format “iew Help

<server merge="mergechildren"> Ps
<email merge="mergechildren”:>
<mail-template merge="mergeChildren"s>
<client-Tink merge="replace">https: Awpswmloa.sv1, Thm. com: 8444 fteamworks</client-Tink>
</mail-templates
</emails
y <repository-server-ur] merge="replace">https:Awpsvmloa. svl. ibm. com: 9444 /ProcessCenter</repository-server-urls
</servers
b

10. Add the following lines to the <server> section to enable https for deploying
the snapshot and specify the correct Process Center secure port:
<deploy-snapshot-using-https merge="replace">true</deploy-snapshot-using-
https>
<server-port merge="replace"><PC WC_defaulthost_secure port></server-
port> (set value to WC_defaulthost_secure of Process Center profile)

Note: The WC_defaulthost _secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME >

Ports.
B 100Custom.xml - Notepad Q@E
File Edit Format ‘iew Help

<server merge="mergechildren"s A

<email merge="mergechildren”:>
<mail-template merge="mergechildren">
<client=1ink merge="replace">https:/Awpswmloa.sv1. ibm, com: 9444 eamworks</client-Tink>
</mail-templates>
</femails
<repository-server-url merge="replace"-https:Awpsvmloa. sv1. Tbm. com: 9444 /ProcessCenter</repository-server-urls>
<deploy-snapshot-using-https merge="replace">true</deploy-snapshot-using-httpss>
<server-port merge="replace”»>9444 </ /server-ports
</ servers

11. Open WAS_HOME\profiles\profile name\config\cells\cell
name\nodes\node name\servers\server name>\process-—

center\config\system\99Sharepoint.xml.

For example:
profiles\ProcCtr0l\config\cells\gascogne0lCell\nodes\gascogneNode0O1l\

servers\serverl\process-center\config\system\99Sharepoint.xml).

12. Copy all occurrences of http://<PC_hostname>:<non_secured_port> from
the 99Sharepoint.xml, including its parent xml tags, and paste them to the
100Custom.xml file.

13. Change all occurances of http://<PC_hostname>:<non_secured_port> to
https://<PC_hostname>:<secured-port>.

14. Save and close the 100Custom.xml file.

Here is an example of the Process Center 100Custom.xml file:
<properties>



<!-—-Properties file for customer cluster scoped properties. ——>

<!—— set unversioned-po-caching-enable to false for clustering
<common merge="mergeChildren">
<environment-name merge="replace">My Environment</environment-name>

<default-unversioned-po-cache-size merge="replace">500</default-unversioned-
po—-cache-size>

<default-versioned-po-cache-size merge="replace">500</default-versioned-po-
cache-size>

<unversioned-po-caching-enable merge="replace">false</unversioned-po-
caching-enable>

<default-webapi-userid-cache-size merge="replace">500</default-webapi-userid-
cache-size>

</common>
—>

<!—-— Sample connector configuration
<server>
<reloadable-jar-location>temp</reloadable-jar—-location>

<reloadable-jar—-location-load-only-once>false</reloadable-jar—-location-load-
only—-once>

</server>
-

<!—— Sample default work schedule config.
<server>
<default-work-schedule merge="replace">
<time-schedule>7AM-7PM Every Day</time-schedule>
<time-zone>CST</time-zone>
<holiday-schedule>empty holiday</holiday-schedule>
</default-work-schedule>
</server>
——>

<common merge="mergeChildren">

<portal-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/portal</portal-prefix>

<process-admin-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/ProcessAdmin</process—admin-—
prefix>

<teamworks-webapp-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks</teamworks—-webapp-
prefix>

<webservices merge="mergeChildren">

<base-url
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks/webservices</base-url>

</webservices>
<xml-serialization merge="mergeChildren">

<default-namespace-uri
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/schema/</default—-namespace—-uri>

</xml-serialization>

<coach-designer—-xsl-url
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks/coachdesigner/transform/
CoachDesigner.xsl</coach-designer-xsl-url>

<office merge="mergeChildren">



<sharepoint merge="mergeChildren">

<default-workspace-site-description merge="replace"><! [CDATA[This site has been
automatically generated for managing collaborations and documents

for the Lombardi TeamWorks process instance: <#= tw.system.process.name #> <#=
tw.system.process.instanceId #>

TeamWorks Link:
https://wpsvmlOa.svl.ibm.com:9444/portal/jsp/getProcessDetails.do?bpdInstanceld=<#=
tw.system.process.instancelId #>

]1></default-workspace-site-description>
</sharepoint>
</office>
</common>
<server merge="mergeChildren">
<email merge="mergeChildren">
<mail-template merge="mergeChildren">

<client-1link
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks</client—1ink>

</mail-template>
</email>

<repository-server-url
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/ProcessCenter</repository-server—
url>

<deploy-snapshot—-using-https merge="replace">true</deploy-snapshot-using-
https>
<server—-port merge="replace">9444</server—-port>
</server>
<authoring-environment merge="mergeChildren">
<images-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks</images—-prefix>
<portal-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/portal</portal-prefix>
<repository-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/ProcessCenter</repository-prefix>
<servlet-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/teamworks</servlet-prefix>
<webapi-prefix
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/webapi</webapi-prefix>
<process-help-wiki-url-view
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/processhelp/en/$TITLE%?teamworksTi
t1le=%$TEAMWORKS_TITLE%</process—help-wiki-url-view>
<process-help-wiki-url-edit
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/processhelp/en/Special :Edit?topic=
$TITLE%&amp; teamworksTitle=%$TEAMWORKS_TITLE%</process—help-wiki-url-edit>
</authoring—-environment>

</properties>



Edit 100Custom.xml on Process Server

1. Edit wAS_HOME\profiles\profile name\config\cells\cell name\nodes\node
name\servers\server name\process—server\config\100Custom.xml to

overwrite values from the 99Local.xml file. For example:
c:\BPM\profiles\ProcSrv0l\config\cells\gascogneOlCell\nodes\gascogne

NodeOl\servers\serverl\process—-server\config\100Custom.xml.

2. Open WAS_HOME\profiles\profile name\config\cells\cell
name\nodes\node name\servers\server name\process—

server\config\99local.xml. For example:
c:\BPM\profiles\ProcSrv0l\config\cells\gascogneOlCell\nodes\gascogne
NodeOl\servers\serverl\process-server\config\system\99local.xml.

3. Copy all occurrences of http://<PS_hostname>:<non_secured_port> from the
99local.xml file, including its enclosing parent xml tags, and paste the same to
the 100Custom.xml file.

4. Add merge="mergeChildren" to the parent xml tags that contain
http://<PS_hostname>:<non_secured_port>.

5. Add merge="replace" to the xml tag that contains
http://<PS_hostname>:<non_secured_port>.

6. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

7. Add the corresponding closing xml tags.

8. For the <client-1ink> tag that contains
http://<PS_hostname>:<non_secured_port>, cOpy its parent tags up to the
server tag.

9. Add the server section to the 100Custom.xml file.
a. Add merge="mergeChildren" to the parent xml tags
b. Add merge="replace" to the xml tag that contains
http://<PS_hostname>:<non_secured_port>.
c. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

10. Add the following to the <server> section to specify the correct Process

Server secure port:
<server—-port merge="replace"><PS WC_defaulthost_secure

port></server-port> (set the value to wCc_defaulthost_secure of Process
Server profile).



Note: The WC _defaulthost secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

11. Open WAS_HOME\profiles\profile name\config\cells\cell
name\nodes\node name\servers\server name\process—-server\config)\
system\99Sharepoint.xml. For example:
c:\BPM\profiles\ProcSrv0l\config\cells\gascogneOlCell\nodes\gascogne
NodeOl\servers\serverl\process-
server\config\system\99Sharepoint.xml.

12. Copy all occurrences of http://<PS_hostname>:<non_secured_port> from
the 99sharepoint.xml file, including its parent xml tags, and paste them to the
100Custom.xml file.

13. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

14.  Save and close the 100Custom.xml file.
Here is a sample Process Server 100Custom.xml file:
<properties>
<!—-—Properties file for customer cluster scoped properties. —-->

<!-— set unversioned-po-caching-enable to false for clustering
<common merge="mergeChildren">
<environment-name merge="replace">My Environment</environment-name>

<default—-unversioned-po-cache-size merge="replace">500</default-unversioned-
po—-cache-size>

<default-versioned-po-cache-size merge="replace">500</default-versioned-po-cache-
size>

<unversioned-po-caching-enable merge="replace">false</unversioned-po-caching-
enable>

<default-webapi-userid-cache-size merge="replace">500</default-webapi-userid-cache-
size>

</common>
-

<!—-— Sample connector configuration
<server>
<reloadable-jar—-location>temp</reloadable-jar-location>

<reloadable-jar—-location-load-only-once>false</reloadable-jar-location-load-
only-once>

</server>
—-——>

<!—— Sample default work schedule config.
<server>
<default-work-schedule merge="replace">
<time-schedule>7AM-7PM Every Day</time-schedule>
<time-zone>CST</time-zone>

<holiday-schedule>empty holiday</holiday-schedule>



</default-work-schedule>
</server>
-

<common merge="mergeChildren">

<portal-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/portal</portal-prefix>

<process-admin-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/ProcessAdmin</process—admin-prefix>

<teamworks-webapp-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks</teamworks—-webapp-prefix>

<webservices merge="mergeChildren">

<base-url
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks/webservices</base-url>

</webservices>
<xml-serialization merge="mergeChildren">

<default—-namespace-uri
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/schema/</default-namespace-uri>

</xml-serialization>

<coach-designer—-xsl-url
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks/coachdesigner/transform/Co
achDesigner.xsl</coach-designer—-xsl-url>

<office merge="mergeChildren">
<sharepoint merge="mergeChildren">

<default-workspace-site-description merge="replace"><! [CDATA[This site
has been automatically generated for managing collaborations and documents

for the Lombardi TeamWorks process instance: <#= tw.system.process.name #> <{#=
tw.system.process.instanceId #>

TeamWorks Link:
https://wpsvmlOb.svl.ibm.com:9444/portal/jsp/getProcessDetails.do?bpdInstanceld=<{#=
tw.system.process.instanceId #>

]1></default-workspace-site-description>
</sharepoint>
</office>
</common>
<server merge="mergeChildren">
<email merge="mergeChildren">
<mail-template merge="mergeChildren">

<client-1link
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks</client—-1link>

</mail-template>
</email>

<repository-server-url
merge="replace">https://wpsvmlOa.svl.ibm.com:9444/ProcessCenter</repository—-server-—
url>

<server-port merge="replace">9444</server—-port>
</server>
<authoring-environment merge="mergeChildren">
<images-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks</images—-prefix>

<portal-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/portal</portal-prefix>



<repository-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/ProcessCenter</repository-prefix>

<servlet-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/teamworks</servlet-prefix>

<webapi-prefix
merge="replace">https://wpsvml0b.svl.ibm.com:9444/webapi</webapi-prefix>

<process-help-wiki-url-view
merge="replace">https://wpsvmlOb.svl.ibm.com:9444/processhelp/en/%$TITLE%?teamworksTitl
e=%TEAMWORKS_TITLE%</process—help-wiki-url-view>

<process-help-wiki-url-edit
merge="replace">https://wpsvml0b.svl.ibm.com:9444/processhelp/en/Special :Edit?topic=%T
ITLE$&amp; teamworksTitle=%$TEAMWORKS_TITLE%</process—-help-wiki-url-edit>

</authoring-environment>

</properties>

SSL communication between Process Server and Process Center Server

Important: If the Process Center and clustered runtime servers were started
before you begin to configure SSL, and the LSW_SERVER table on the Process
Center database contains the non-secure port of the Process Server, you must
delete the Process Server from the Process Center repository:

1. Stop Process Server.

2. From the Servers tab on the Process Center Console, delete Process Server
from the Process Center repository.

3. Delete the record with the non-secure port from the LSW_SERVER table on
the Process Center database.

4. Start Process Server.

Make sure that the SSL communication between the Process Server and the
Process Center Server work by adding the certificates to each other's trust store.

1. Install the Process Server signer certificate in to the Process Center trust store.
a) Invoke Process Center WAS_HOME/java/jre/bin/ikeyman.

¢ | Command Prompt

Microsoft Windows [Uersion 5.2.37Y981
CC> Copyright 1985-2083 Microsoft Corp.

C:sDocuments and Settings~Administrator>d:
D:vocd bhpmd3B2-hin
D:xbpm43@2~binicd ..s\Jjavasjre

D:~bpm43@2~javasjrercd bin

D:~bpm43d2~javasjreshbin>ike yman
D:xbpm43dZ2sjavasjreshin>ike yman




b) Select Key Database File > Open.
IBM Key Management !E
Key Database File | Create ‘iew Help

D Hew... Ctrl-H

']
[~ Open.. cukn Key database information
* Hew Provider Ctl-E
Close
Save As... Ctrl-5
Change Password... Key datahase content
Stash Password | - | | E——— |
Display Password Expiry
Exit | Delete |
| View Edit... |
| Import... |
| Recreate Request... |
| Bename |
| Hew Self-Signed... |
| Extract Certificate... |

rru start, please select the Key Database File menu to work with a key database...

c) Set the Key database type to JKS.

d) Click Browse and set the file location to
WAS_HOME/java/jre/lib/security.




e) than=e the Files of Type to All Files, select cacerts, and click Open. _

Key Database File Create Yiew Help

) A
O = *
Key database information
DB-Type:
File Name:
Token Lahel:
Key database content
= I 1 =
Personal Certificates e | Receive... |
Key database type [ |JKs | - | ] | Delete |
File Hame: |key.jks | | Browse... | | View/Edit... |
Locati !Ejl:lpen | Import... |
Look In: ||j security |V| |EZEZ| = | Recreate Request... |
[} mlackiist [ trusted libraries | Rename |
[} us_export_policy.jar
[ java.policy
[ java.security
[} javaws.policy
D local _policy.jar | Hew Self-Signed... |
[y PSRoot
| Extract Certificate... |
File Name:  |keyjks |
0 start, please select the Key Datab: |
Files of me{ Al Files - U
| Open | | Cancel |
f) Click OK.
EIBM Key Management !E
Key Database File Create View Help
"] 2
D& & %
Key database information
DB-Type:
File Hame:
Token Label:
Key database content
I 1
i JE [ Rocoe |
Key datahase type |JKS | - | | Delete |
File Name: |cacerts | Browse... | View/Edit... |
Location: |D:‘tbpm43021java11 retlibis ecurity | | [— |
OK | C | |
| = | LSS | Recreate Request... |
| Rename |

Hew Self-Signed... |

Extract Certificate... |

I[u start, please select the Key Database File menu to work with a key database...




g) Provide the Password. Default is changeit.

IBM Key Management

Key Database File Create View Help
RIS
Key database information
DB-Type:
File Name:
Token Label:
Key database content
Personal Certificates | - | | Receive... |
Password Prompt | Delete |
B; d | |
| ViewEdit... |
| (0] .1 | | Reset | | Cancel | | Import... |
| Recreate Request... |
| Rename |
| Hew Self-Signed... |
| Extract Certificate... |
0 start, please select the Key Database File menu to work with a key database... |

h) Select Signer Certificates from the Personal Certificates dropdown menu.

@IBM Key Management - [

Key Database File Create Yiew Help
']
D d ¥R
Key database information

DB-Type: JKS

File Hame: Dobpmd 30 Xjavaljrellimsecuriticacerts

Token Label:

Key database content

Personal Certificates | - | Receive... |

Personal Certificates

Signer Certificates ) | Delete |

Personal Certificate Requests
| View/ Edit... |
| Import... |
| Recreate Request... |
| Rename |
| Hew Seli-Signed... |
| Extract Certificate... |

I[he requested action has successfully completed! |

i) Click Add.



j) Change the Files of Type to All Files, select the location of the Process
Server DER file, and click Open. _ i
EIBM Key Management - [D:bpm4302*java’jreilib’security"cacerts] o [=] l

Key Database File Create Yiew Help
D % R '
Key database information
DBE-Type: JKs
File Hame: Dribpmd 20 Mjavaljrellilsecuriticacerts
Token Label:
Key database content
Signer Certificates |V| [| Add... | ]
aditrustclassica dpen | Delete |
addtrustexternalca File Hame: |cert.arm | | Browse... |
addtrustgualifiedca | View/Edit... |
aolrootcatl [&open
aolrootcaz | Extract |
0 : o by
baltimorecodesigning 100K It ||j security |'|
baltimorecybertrustc; | Populate... |
certplusclass2primar. |L) blacklist [ trusted.libraries =
certplusclass3pprime D cacerts D US_export_policy.jar | Rehame |
certumca D java.policy
certumtrustednetwor 3 8
D java.security
comodoaaaca % E
deutschetelekomroot D Javaws.policy
digicertassuredidroot  |[) local_policy.jar
digicertglobalrootca [ z PSRoot ]
digicerthighassuranc:
entrust2048ca FileName:  |PSRoot | =l
[Files of Type: |All Files [~ D
II he requested action h;
ﬂ Open I| Cancel |




k) Enter a label for the certificate (For example, PS-root) and click OK.

| EIBM Key Management - [D:\bpm4302%java'jreilib\security' cacerts]
. KeyDatabase File Create View Help

INEICIE I

Key database information
DB-Twpe: JiKS
File Hame: Dibpm4 302 avaljrellitisecuriticacerts
Token Label:

Key database content

Signer Certificates | - | | Add...

addtrustclassca EntealRahe] 1= Delete

|| |addtrustexternalca IZ‘ Enter a label for the certificate:

addtrustqualifiedca | | = ViewEdit...
aolrootcal

haltimorecodesigningca

haltimorecybertrustca Populate...

certplusclass2primaryca

certplusclass3pprimaryca Rename

certumca
certumtrustednetworkca
comodoaaaca
deutschetelekomrootca2
digicertassuredidrootca
digicertglobalrootca
digicerthighassuranceevrootca
entrust2048ca

1]

rrhe requested action has successfully completed!

) Close the ikeyman window.

2. Install the Process Center signer certificate in to the Process Server trust store.
a) Invoke Process Server wAS HOME/java/jre/bin/ikeyman.
b) Set the Key database type to JKS.
c) Click Browse and set the file location to

WAS_HOME/java/jre/lib/security.

d) Change the Files of Type to All Files, select cacerts, and click Open.
e) Click OK.
f) Provide the Password. Default is changeit.

g) Select Signer Certificates from the Personal Certificates dropdown menu.

h) Click Add.

i) Change the Files of Type to All Files, select the location of the Process
Center DER file, and click Open.

j) Enter a label for the certificate (For example, Process Center-root) and
click OK.

k) Close the ikeyman window.

3. Restart the Process Server and Process Center servers.



Disable all unsecured ports on all Process Center and Process Server
servers.
1. Log in to the WebSphere administrative console and navigate to Servers >
Server Types > WebSphere Application Servers.

2. For each server, click on the server link, then go to Container Settings > Web
Container Settings > Web container transport chains.

3. Click on each link for the unsecured port, for example,
HttpQueueInboundDefault, and deselect the Enabled checkbox.

4. Repeat these steps for all Application Servers and all Nodes.

7]

Application servers > KPDED1.AppTarget.gastress3Node01.0 = Web container transport chains

Use this page to view and rnanage a transport chain, Transport chains represent netwaork protocol stacks that are operating within a client or
server

Prefereances

Mew Celete
k2l

Select Mame Enabled Host Port S5L Enabled

You can administer the following resources:

- HipGueuelnboundDefault Dizabled B3 a080 Dizabled
[~  HttpouwewelnboundbefaultSecure | Enabled & 2443 Enabled
[~ | wcInboundAdmin Disablad & 062 Disablad
[~ | WclnboundAdminSecurs Enabled * 0435 Enabled
[ | wclnboundbefault Cizabled * 080 Cizabled
[~ welnboundbefaultSecure Enabled & 2443 Enabled

Total &

Verify the Process Server 100Custom. xml file changes in the server

1. Open the TeamWorksConfiguration.running.xml file, which is located in the
WAS_HOME\profiles\profile name\config\cells\cell name\nodes\node
name\servers\server name\process-server\ directory. Note: The
TeamWorksConfiguration.running.xml file may not be available in every
environment.

Confirm the changes in the 100Custom.xml file. For example:
c:\BPM\profiles\ProcSrv0l\config\cells\gascogneOlCell\nodes\gascogne
NodeOl\servers\serverl\process-
server\TeamWorksConfiguration.running.xml

Verify the Process Center 100Custom. xml file changes in the server

1. Open the TeamWorksConfiguration.running.xml file, which is located in the
WAS_HOME\profiles\profile name\config\cells\cell name\nodes\node
name\servers\server name\process-center)\ directory. Confirm the changes
in the 100Custom.xml. For example:
c:\BPM\profiles\ProcCtr0Ol\config\cells\gascogne(OlCell\nodes\gascogne
NodeOl\servers\serverl\process—



center\TeamWorksConfiguration.running.xml

*Note:

Depending on your environment, you may need to repeat the following steps for
the personal certificate:

- Export the Process Center root signer certificate

- Export the Process Server root signer certificate

- Install Process Center signer certificate in Process Server trust store

- Install Process Server signer certificate in Process Center trust store

Verify your configuration

1. Log in to the Process Center console using an https connection.

2. From the Server tab, select runtime server, and click configure server.
Confirm that it is opened in a secure browser with https.

Restart the Process Server and Process Center servers

nhwwnH

AN o

Use admin console to stop the clusters.

Stop the node agent and deployment manager.
Re-start the node agent.

Re-start the deployment manager.

Use Admin console to start the clusters.

Importing an SSL security certificate into Integration Designer

In order to connect to an HTTPS enabled server, you need to import the SSL
security certificate (X509Certificate ) for the server. The steps described in this
procedure are performed using Internet Explorer.

. Launch your web browser and enter

https://hostname:secure_port/ProcessCenter/login.jsp where hostname is the
fully-qualified domain name of the process center server, and secure_port is the
process center secure SSL port number.

On the Security Alert window, click View Certificate.

On the Certificate window, click the Details tab.

Click Copy to File to specify where to save the certificate file on your system.

In the wizard, click Next, accept the default values, and then click Next again.
Enter a file name for the security certificate, for example, pc_cert.cer, and click
Next.

Click Finish. After you have created the SSL certificate, you can import it into the
Java JRE that you will be using for Integration Designer.

. Copy the certificate to IIDInstall\jdk\jre\bin where IIDInstall is the directory where

you installed Integration Designer.



9. Switch to the same location in the command line and run the keytool command
line as follows:

a.

keytool.exe -import -v -file <certificate file> -keystore ..\lib\security\cacerts

If you previously imported SSL certificates into the Integration Designer, add the -
alias <key name> parameter to specify a different key name to avoid name
conflicts. The default value is mykey.

b.
C.

Enter the keystore password: changeit (this is usually the default password).
Enter y at the prompt to trust the certificate.

Configuring Secure Socket Layer (SSL) communication for a Network
Deployment environment

The following steps are required to make the communication between the Process
Center and the Process Server work with https in a Network Deployment environment.

Import the Process Server WAS root SSL certificate into Process Center

1. On the Process center WAS admin console, navigate to Security > SSL

certificate and key management > Key stores and certificate.

—

@._ | . |g https ./ localhost: 9044/ibm/consoleflogin. do?action=secure j'!,}' Certificate Error || [l *4 | K I Bing

File Edit Wiew Favorites Tools Help

7 Favorites | = @ suggested Sites & | Free Hotmail & | 'Web Slice Gallery = @ | Integrated Solutions Console

=8 v| ;élntegrated Solutions Con... X I ;éIBM Business Process Manag. .. | ;élntegrated Solutions Console | ;éNew Tab | | ZI\ = i'_:J v ] o=
Integrated Solutions Console Welcome admin Help | Logout [
| View: IAII tasks ;I |

Welcome T 55L certificate and key management

Guided Activities

55L certificate and key management

Servers

Applications
$5L configurations

Services

The Secure Sockets Layer (S5L) protocal provides secure cormmunications Related Items
EE=ni e between remote server processes or endpoints, S5L security can be used X X
for establizhing cornmunications inbound to and outbound fram an 55L configurations
E securit endpoint. To establish zecure comrmunications, a certificate and an SSL %
! configuration rmust be specified for the endpoint. Dunsmic
Business Integration Security OUtbOL.II'\d
Glabalsecurit In previous versions of this product, it was necessary to rmanually M
H configure each endpoint for Secure Sockets Layer (S5L). In this version, configurations
Security domains you can define a single configuration for the entire application-serving e vistarestand
Administrative Authorization Groups environment, This capability enables you to centrally manage zecure ;riificT
cornmunications, In addition, trust zones can be established in multiple e
node environments by overriding the default, cell-level SSL configuration. Fey sefs
Security auditing
Bus security If you have migrated a secured environment to this version using the Key set groups
rmigration utilities, the old Secure Sockets Layer (S5L) configurations are
B, restn?red for the various endpaoints, However, itis necessary for you to re- key managers
conﬁg,_ll.re S5L to take advantage of the centralized management SR
Inteqration Applications capability. T
Configuration settings M
System administration Authority (GA)
Manage endpoint security configurations client
Users and Groups configurations

Manage cerificate expiration

Monitoring and Tuning
[T Use the United States Federal Information Processing Standard

[FIPS) algorithrns, Mote: Thiz option requires the TLS handshake
protacal, which some brawsers do not enable by default

Troubleshooting
Service integration

U1 v Dynamically update the run time when S5L configuration changes
accur

Apply Reset



2. Click CellDefaultTrustStore.

Cell=PC01Cell, Profile=PC1Dmgr
SSL certificate and key management ?

S5L certificate and key management > Key stores and certificates
Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

| SSL keystores .|

Preferences

New | Delete | Change password... | Exchange signers... |
BB )
Select| Name & Description | Management Scope | Path
You can administer the following resources:
CellDefaultkeyStore Default key (cell):PCO1Cel H{CONFIG_ROOT}/ells
store for PCO1Cellkey.pi2
PCO1Cell
CellDefaulfTrustStore Default trust {cell);:PCO1Cel ${CONFIG_ROOT)/kcells
store for /PCO1 Celltrust.p12
PCO01Cell
JKSCopyOfTrusiStore (cell:PCO1Cell foptIBEMBPMjavajrelib
fsecurity
ANKSCopyOfTrustStore jks
NodeDefaultKeyStore Default key (cell):PCO1Cell: H{CONFIG_ROOT}/ells

3. Click Signer certificates.

4. Click Retrieve from port.

Cell=PC01Cell, Profile=PC1Dmgr

SSL certificate and key management ? -

S5L certificate and key management > Key stores and certificates > CellDefauliTrustStore > Signer certificates

Manages signer certificates in key stores.

Preferences

Add | Delete | Extract |f Retrieve from port ”

Bl )

Select| Alias 2

lssued to | Fingerprint (SHA Digest) 2 Expiration

You can administer the following resources:

root CN=PC1CellRoot, | 2D:B8:3A54:12:14:E5:61:50:6A:41:8BB91AD1:17:.C8:B3:84:53 | Valid from

OU=swg, Sep 5, 2011
O=ibm.com to Sep1,
2026.

Total 1

5. Enter the Host name, secure Port of the Profile (WC_defaulthost_secure of
Process Server profile), and Alias, and click Retrieve signer information. You
can retrieve the signer information for any of the servers listed.



Note: The WC _defaulthost secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

6. Click Apply and save your changes.

Export the Process Center root signer certificate

1. On the Process center WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificate >
CellDefaultTrustStore > Signer certificates.

2. From the Signer certificates panel, click the root checkbox and select Extract.

SSL certificate and key management > Key stores and certificates > CellDefauliTrustStore > Signer certificates

Manages signer cerificates in key stores.

Preferences

Add | Delete || Extract | Retrieve from port |
e

Bl

Select| Alias & | Issuedto Fingerprint (SHA Digest) & Expiration

You can administer the following resources:

isf| | root CN=PC1CellRoot,| 2D:B8:3A:54:12:14:E5:61:5D:6A:41:8B:89:1A:D1:17:C8:B3:84:53 | Valid from
OlU=swg, Sep 5, 2011
O=ibm.com to Sep 1,
2026.
Total 1

3. Specify the File name path where you want to save the certificate and set the
Data type to Binary DER data. Click OK.

4. Copy the extracted Process Center root certificate to the Process Server system

Import the Process Center WAS root SSL certificate into Process Server

1. On the Process server WAS admin console, navigate to Security > SSL
certificate and key management > Key stores and certificates >
CellDefaultTrustStore > Signer certificates > Retrieve from port.

2. Enter the Host name, secure Port of the Profile (WC_defaulthost_secure of
Process Center profile), and Alias, and click Retrieve signer information. You



can retrieve the signer information for any of the servers listed.

Note: The WC_defaulthost _secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

3. Click Apply and save your changes.

Export the Process Server root signer certificate

1. On the Process server WAS admin console, go to Security > SSL certificate
and key management > Key stores and certificates >
CellDefaultTrustStore > Signer certificates.

2. From the Signer certificates panel, click on the Root checkbox and select
Extract.

3. Specify the File name path where you want to save the certificate and set the
Data type to Binary DER data and click OK.

Edit 100Custom.xml on Process Center

1. Edit wAS_HOME\profiles\PC dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—
center\config\100Custom.xml to overwrite values from the 99Local.xml file.
For example: c:\BPM\profiles\
PCDmgr0l\config\cells\gascogneOlCell\nodes\gascogneNodeOl\servers\
PCl.AppTarget.PCIlNodel.O\process—center\config\100Custom.xml.

2. Open WAS_HOME\profiles\PC dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—
center\config\99local.xml. FOor example: c:\BPM\profiles\
PCDmgr0l\config\cells\gascogneOlCell\nodes\gascogneNodeOl\servers\
PCl.AppTarget.PClNodel.O\process—-center\config\system\99local.xml.

3. Copy all occurrences of http://<PC_hostname>:<non_secured_port> from the
99local.xml file, including its enclosing parent xml tags, and paste the same to
the 100Custom.xml file.



99l ocal.xml - Note
File Edit Format View Help

<r0ert'|es> -~
AN RERET
i mlQa.
<l—— when true uses the portal for previews of reports and scoreboards. when false uses the "old" task manager --»
<use-portal-for-previewstrue</use-portal-for-previews
<!—— prefix for urls that refer to the webapi --»
<webapi-prefixshttp:/Avpsvmloa, svl. fbm, com:9081 fwebapi </ webapi-prefixs
<process-help-wiki-url-viewshttp:fwpswvmlOa. sv1. ibm. com: 9081 /processhelp/en/ETITLEX teamworksTitle=%
TEAMWORKS_TITLEX< /process-help-wiki-url-views
<process-help-wiki-url-edit=http:/Awpsvmloa. sv1. bm. com: 9081 /processhelp/ensspecial tedit?topic=%TITLEX
famp; teamworksTit ] e=%¥TEAMWORKS_TITLEX</process-help-wiki-url-edits>
<process-help-access-rolextw_admins</process-help-access-roles
<formatting-templatess>
<formatting-template comment="Currency" template="§ #&#, d#d, dd, &0 >
<formatting-template comment="Currency’ Template="##e, s, ddd ¢ €7 />
<formatting-template comment="Currency" template="€ &4, Fd, #8427 >
<formatting-template comment="Integer" Template="##, s, " o
<formatting-template comment="Dacimal" template="d##E, F8, f4E " >
<formatting-template comment="US phone"” template="(###) 000-0000" />
<formatting-template comment="US SSN" template="000-00-0000" /=
</formatting-templates:
<mime-typess>
<mime-type type="applicationsjavascript” />
<mime-type type="application/octet-stream’ />
<mime-type type="application pdf" /=
<mime-type type="applicationSxml" />
<mime-type type="application/xml-dtd" /=
<mime-type type="applicationszip" /> v

4. Add merge="mergeChildren" to the parent xml tags that contain
http://<PC_hostname>:<non_secured_port>.

5. Add merge="replace" to the xml tag that contains
http://<PC_hostname>:<non_secured_port>.

6. Change http://<PC_hostname>:<non_secured_port> to
https://<PC_hostname>:<secured-port>.

B 100Custom.xml - Notepad

File Edit Format Miew Help

>

<reloadable-jar-Jocatjonstemp</reloadable- %ar' -location>
<reloadable-Jar-location-load-only-once>false</reloadable-jar-location-Toad-only-onces>
</ /sarvars
-

<!-— sample default work schedule config.
<server:
<default-work-schedule merge="replace">
<time-schedlile>7amM-7PM Every Day</time-scheadulex
<time-zone>CsT</ Time-zone:
<holiday-schedulezempty holiday</ holiday-schedules
</default-work-schedule>
</servers
-

<authoring-environment (mer e='merech'ﬂdren >
<images-prefix pr/ wpsumloa. svl. fbm. com: 9081 /teamworks </ images-prefixs
<portal-prefix ‘m >http SAwpsumloa, sy, ibm. com: 9081 fportal</portal-prefixs
<repository-prefix derge="replace’ >http:/Awpsvmlla. svl. bm. com: 3081l /ProcessCenter</repository-prefix:
<serviet-prefix _(merge="replace)>http:/SwpsvmlOa. svl. fhm. com: 90814 /reamworks </ /serviet-prefix:
<webapi-prefix merge="replace™>http:/ wpswmlOa. sv1. Tbm. com: 90814 Awebapi<webapi-prefixs
<process-help-wiki-url-view Werge="replace »http:/wpsvmloa.sv]. ibm. com: 5081 /processhelp/en/ATITLEX?

eamworksTit]e=%TEAMWORKS_TITLEX<,process—he lp-wiki-url-vieaws

I <process-help-wiki-url-edit httﬁu://wEsvmloa. sv1.ibm. com: 9081 /processhelpsens/special :Edit?topic=%
ITLE?&amE;teamworksT"lt'Ie=%TEAMWORKS_TITLE%</prDcess—he p-wiki-url-edits>
</ autho

ring-environment>

</ propertiess>

||




7. Add the corresponding closing xml tags.

B 100Custom.xml - Notepad
File Edit Format Wiew He!p_

<//servers ~
<!—- sample connector configuration
<servers
<reloadable-jar-Jocatjonztemp</reloadable-jar-location>
<re10adab1e—]ar—]Dcati0n—10ad—0n1y—0nce>fa%se</re1oadab7e—jar—10cati0n—10ad—0n1y—once>
</ /sarvar:
-
<!-- sample default work schedule config.
<servers
<default-work-schedule merge="replace">
<time-schedlle>7am-7pM Every Day</time-schedules
<time-zone>CST</Time-zone:>
<holiday-schedulerempty holiday</holiday-schedules
</default-work-schedule>
</servers
-

<authoring-environment merge="mergechildren":
<images-prefix merge="replace"s| s/ SwpsumLoa, svl. ibm. comiB444)teamwork s </ Amages -prefixs
<portal-prefix merge="replace":=https:Awpswmloa, svl. bm. com: 8444 /portal<portal-prefixs
<repository-prefix "merge="replace">https:/AwpsvmlOa. svl. ibm. com:9444 /ProcessCenter</repository-prefix:
<servlet-prefix merge="replace"=https fwpswmlOa. sv]. Thm. com: 9444 /teamworks</serv]et-prefixs
<webapi-prefix merge="replace"=https:/AwpsvmlOa. svl. ibm. com: 8444 Awebapi</webapi-prefix:
<process-help-wiki-url-view merge="replace">https:Afwpsvmloa. svl.ibm. com: 8444 /processhelp/en/BTITLEX?
teamworksTiT ] e=¥TEAMWORKS_TITLE%</process-help-wiki-url-visw:
<process-help-wiki-url-edit merge:“rep1ace">htt€s:I/wpsvmlOa.sv1.ibm.com:9444/pr0cesshe1p/en/specia1:Edit?tupic:%
H i =RTEAMWORKS_TITLEX</process-help-wiki-url-edit>
</authoring-environment >

TIT

</propertiess

8. For the <client-1ink> tag that contains
http://<PC_hostname>:<non_secured_port>, cOpy its parent tags up to the
server tag.

B 99Local.xml - Notepad

File Edit Format Yiew Help

<enahle-javascript-executions>false</enable—javascript-axecutions A
< /common: 3

{(<server merge="mergechildren™s)

<l-— email properties --»
== sMTP serwver that mail should be sent to --»
<sMLp-server>smtp., your Company. com</smtp-server:>

<!-— Information generating the email from templates ——»
<I——"The two templates that should be used to generate the text of --»
<!-- the email message. You should choose one "process” and one --»
<!-- "noprocess" entry. The process entry s used if the task send --»
<!-- has an associated process, the noprocess entry if there is --»
<l-— no associated process. externalmailprocess uses javascript --»
<!-— and a hutton to start the process, this does not work with —-»
<!-- some email clients that disable javascript. If this affects you --»
<!-- choose the externalmailprocess1link which uses a Tink instead. --»
<l-— _{0} prefix represents language and is replaced at runtime with lang code (e.g. _en) --»
<l—— <processrexternalmailprocess_{lang}. html</process> —-»

<processrexternalmailprocess1ink_{0}.himl</process>
<no-processzexternalmailnoprocess_{0}. html</no-process>

<l-— The URL which defines how to get to the teamworks client to --»

<l-— display the provided task. Do not put a trailing slash as the --»

<l-— template provides the slash. This URL is also used to generate —-»

<!-- the url for the background images in the mail if /rwebImages prefix --»

<!-— not_set. --»

wcTient-Tink>http:/Awpswmloa. sul. ibm. com: 9081 Teamworks</cTient-Tink> &
</mail-tempTates)
<I——If this 15 set to true then the from address set on external email will --»
<!-— dnclude a valid email address, which is either the user's contact email --»
<!-— address or the default address below if no contact address is found. -
<yalid-from-reguired>true</ralid-from-reguireds
<!-— used when sending external email if the sender has no email contact info set —-»

<default-from-address>twadminglombardisoftware. com</default-from-addresss>
<send-external-emails>true<y/send-external-emails>

<!—— ML and other transform info. --»
<transformations merge="mergechildren":>
<l-— sets the default prefix for xs1 files so that they can be found by xsLTransformations code. --»
<!-— change this if you need to override the value set in S0appsServer.xm] —-»
Lz A

9. Add the server section to the 100Custom.xml file.
a. Add merge="mergeChildren" to the parent xml tags
b. Add merge="replace" to the xml tag that contains
http://<PC_hostname>:<non_secured_port>.



c. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

B 100Custom.xml - Notepad

File Edit Format Yiew Help

<server merge="mergeChildren">
<email merge="mergechildren"s>
<mail-template merge="mergechildren">
<client-1ink merge="replace">https: fwpsvmloa.sv1. Tbm. com: 9444 feamworks</client-Tink>
</mail-templates —
< emadils
<repository-server-ur] merge="replace">https:/Awpswvmloa. svl.ibm. com: 9444 /Processcenter < /repository-server-urls

</servers v

10. Add the following to the <server> section to specify the correct Process

Center secure port:
<server—-port merge="replace"><PC WC _defaulthost_secure

port></server-port> (set the value to wC_derfaulthost_secure of Process
Center profile).

Note: The WC_defaulthost _secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers >
SERVER_NAME > Ports.

B 100Custom.xml - Notepad
File Edit Format View Help

<server merge="mergeChildren”:
<email merge="mergachildren">
<mail-template merge="mergechildren">
<cTient-1ink merge="replace">https://Awpsvmloa, svwl. Thm. com: 9444 feamworks</client-1ink>
</mail-templates

< emails
<repository-server-ur] merge="replace">https:/ fwpsumloa.sv]. ibm. com:9444 /ProcessCenter</repository-server-urls

<deploy-snapshot-using-https merge="replace">true</deploy-snapshot-using-https>
<server-port merge="replace">944d</server-ports>
</ servers

11. Open WAS_HOME\profiles\PC dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—
center\config\ system\99Sharepoint.xml. For example: c:\BPM\profiles\
PCDmgr0l\config\cells\gascogneOlCell\nodes\gascogneNodeOl\servers\
PCl.AppTarget .PClNodel.O\process-—
center\config\system\99Sharepoint.xml.

12. Copy all occurrences of http://<PC_hostname>:<non_secured_port> from
the 99sharepoint.xml file, including its parent xml tags, and paste them to the
100Custom.xml file.



B 995harepoint.xml - Notepad

File Edit Format ‘“iew Help

k!—— =since the sharepoint collaboration feature was taken away this is not being used. (Commented out at MPEPDEditor) --»> A
<propertiess
(zcommon merge="mergeChildren"s)
<!—— Teamworks for sharepoint 2007 configuration settings --»
Zoffices

ﬁﬂmﬁmﬂﬂP
<l—— mMuTtiple servers can be defined here. Please make sure that the urls are unigue and that only one is

<connection-config default-connection="true">

<urlzhttp://mysharepointserver</url>

<User-namexusername</user-name:

<!-- passwords are encrypted using the same technigue used in 997ocal.xml - uUse java -cp utility.jar ¢

<passwords></passwords>
</connection-config>
<connection-configs

<url=http://mysecondsharepointserver</url>

<User-namexusername</user-name:

<passwords></passwords>
</connection-configs
<defau1t—sharepoint—integrati0n—enab1ed>fa1secIdefau1t—shareE0int—integration—enab1ed>
<default-parent-site-disabledstrue</default-parent-site-disabled:>
<default-parent-site-names<! [CDATA[<#= tw.system.process, name #:]]></default-parent-site-name>
<default-parent-site-templaterParentsiteTemplate. stp</default-parent-site-templates
<default-workspace-site-name><! [CDATA[<#= tw.system.process. name #> <#= tw.system.process.instanceId #:]]>
<default-workspace-site-templatesworkspacesiteTemplate. stp<//default-workspace-site-templates
<detault-workspace-site-description=<T [CDATA[ThTs site has been automatically generated Tor managing colfla

or the Lombardi Teamworks process instance: <#= tw.system.process.name #> <#= Tw.system.process.instanceld #>

eamworks Link: http:/Awpsvmloa.svl.ibm.com:9081l/portal/Jsp/getProcessbetails. dovbpdInstanceld=<#= tw.system.process.inst

J></default-workspace-site-descriptions
<default-forum-names>Process DiscUss 0n</derault—1 arum-rames =
<default-forum-thread-titles><! [COATA[<#= tw.system.step.name #:]]1></default-forum-thread-title>
<discussion-invitation-email-templates

<l
Parameters: &

13. Change http://<PC_hostname>:<non_secured_port> to
https://<PC_hostname>:<secured-port>.

14. Save and close the 100Custom.xml file.

Here is a sample Process Center 100Custom.xml file:

<properties>
<!--Properties file for customer cluster scoped properties. ——>
<!-- set unversioned-po-caching-enable to false for clustering

<common merge="mergeChildren">
<environment-name merge="replace">My Environment</environment-name>
<default—-unversioned-po-cache-size merge="replace">500</default-unversioned-
po-cache-size>
<default-versioned-po-cache-size merge="replace">500</default-versioned-po-
cache-size>
<unversioned-po-caching-enable merge="replace">false</unversioned-po-—
caching-enable>
<default-webapi-userid-cache-size merge="replace">500</default-webapi-userid-
cache-size>
</common>

——>

<!-- Sample connector configuration
<server>
<reloadable-jar—-location>temp</reloadable-jar-location>
<reloadable-jar—-location-load-only-once>false</reloadable-jar-location-load-
only-once>
</server>

——>

<!—— Sample default work schedule config.



<server>
<default-work-schedule merge="replace">
<time-schedule>7AM-7PM Every Day</time-schedule>
<time-zone>CST</time-zone>
<holiday-schedule>empty holiday</holiday-schedule>
</default-work-schedule>
</server>
—=>
<authoring-environment merge="mergeChildren">
<images-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks</images—-prefix>

<portal-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/portal</portal-prefix>

<repository-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/ProcessCenter</repository-
prefix>

<servlet-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks</servlet-prefix>

<webapi-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/webapi</webapi-prefix>

<process-help-wiki-url-view
merge="replace">https://gastress3.engl.svl.ibm.com:9443/processhelp/en/$TITLE%?teamw
orksTitle=%TEAMWORKS_TITLE%</process—help-wiki-url-view>

<process-help-wiki-url-edit
merge="replace">https://gastress3.engl.svl.ibm.com:9443/processhelp/en/Special :Edit?
topic=%TITLE%&amp; teamworksTitle=%TEAMWORKS_TITLE%</process—-help-wiki-url-edit>

</authoring-environment>

<common merge="mergeChildren">

<portal-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/portal</portal-prefix>

<process-admin-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/ProcessAdmin</process—admin-
prefix>

<teamworks-webapp-prefix
merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks</teamworks-webapp—
prefix>
<webservices merge="mergeChildren">
<base-url
merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks/webservices</base-
url>

</webservices>

<xml-serialization merge="mergeChildren">
<default-namespace-uri
merge="replace">https://gastress3.engl.svl.ibm.com:9443/schema/</default-namespace-
uri>



</xml-serialization>
<coach-designer—-xsl-url

merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks/coachdesigner/tran
sform/CoachDesigner.xsl</coach-designer-xsl-url>

<office merge="mergeChildren">
<sharepoint merge="mergeChildren">

<default-workspace-site-description merge="replace"><! [CDATA[This
site has been automatically generated for managing collaborations and documents

for the Lombardi TeamWorks process instance: <#= tw.system.process.name #> <#=
tw.system.process.instanceId #>

TeamWorks Link:

https://gastress3.engl.svl.ibm.com:9443/portal/jsp/getProcessDetails.do?bpdInstancel
d=<#= tw.system.process.instanceld #>

]1></default-workspace-site-description>
</sharepoint>
</office>
</common>

<server merge="mergeChildren">
<email merge="mergeChildren">
<mail-template merge="mergeChildren">
<client-1link
merge="replace">https://gastress3.engl.svl.ibm.com:9443/teamworks</client—-1link>
</mail-template>
</email>

<repository-server-url

merge="replace">https://gastress3.engl.svl.ibm.com:9443/ProcessCenter</repository-
server—-url>

<deploy-snapshot—-using-https merge="replace">true</deploy-snapshot-using-
https>

<server-port merge="replace">9443</server—-port>
</server>

</properties>

Edit 100Custom.xml on Process Server

1. Edit wAS_HOME\profiles\PS dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—
server\config\100Custom.xml to overwrite values from the 99Local.xml
file. For example: c:\BPM\profiles\
PSDmgr0l\config\cells\gascogneOlCell\nodes\gascogneNodeOl\servers
\server1\PS1.AppTarget.PSINodel.0O\config\100Custom.xml.

2. Open WAS_HOME\profiles\PS dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—

server\config\99local.xml. For example:



c:\BPM\profiles\PSDmgrOl\config\cells\gascogneOlCell\nodes\gascog
neNodeOl\servers\PSl.AppTarget.PS1Nodel.0\process—
server\config\system\99local.xml.

. Copy all occurrences of http://<PS_hostname>:<non_secured_port> from
the 99local.xml file, including its enclosing parent xml tags, and paste the
same to the 100Custom.xml file.

. Add merge="mergeChildren" to the parent xml tags that contain
http://<PS_hostname>:<non_secured_port>.

. Add merge="replace" to the xml tag that contains
http://<PS_hostname>:<non_secured_port>.

. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

. Add the corresponding closing xml tags.

. For the <client-1ink> tag that contains
http://<PS_hostname>:<non_secured_port>, COpy its parent tags up to the
server tag.

. Add the server section to the 100Custom.xml file.

a. Add merge="mergeChildren" to the parent xml tags

b. Add merge="replace" to the xml tag that contains
http://<PS_hostname>:<non_secured_port>.

c. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

10. Search for repository-server—-url in the server section of the 99local.xml

file and copy it to the server section in the 100Custom.xml.

11. Change http://<PC_hostname>:<non_secured_port> to

https://<PC_hostname>:<secured-port>.

12. Add the following to the <server> section to specify the correct Process

Server secure port:

<server—-port merge="replace"><PS WC _defaulthost_secure
port></server-port> (set the value to wC_derfaulthost_secure of Process
Server profile).

Note: The WC _defaulthost secure is located in the WAS admin console.
Navigate to Servers > Server Types > WebSphere Application Servers
> SERVER_NAME > Ports.



13. Open WAS_HOME\profiles\PS dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—

server\config\system\99Sharepoint.xml. For example:
c:\BPM\profiles\PSDmgrOl\config\cells\gascogneOlCell\nodes\gascog
neNodeOl\servers\PSl.AppTarget . .PS1Nodel.O\process-—

server\config\system\99Sharepoint.xml).

14. Copy all occurrences of http://<PS_hostname>:<non_secured_port> in the

99Sharepoint.xml file, including its parent xml tags, to the 100Custom.xml
file.

15. Change http://<PS_hostname>:<non_secured_port> to
https://<PS_hostname>:<secured-port>.

16. Save and close the 100Custom.xml file.

Here is a sample Process Server 100Custom.xml file:

<properties>
<!--Properties file for customer cluster scoped properties. ——>
<!—— set unversioned-po-caching-enable to false for clustering

<common merge="mergeChildren">
<environment-name merge="replace">My Environment</environment-name>

<default-unversioned-po-cache-size merge="replace">500</default-unversioned-
po-cache-size>

<default-versioned-po-cache-size merge="replace">500</default-versioned-po-—
cache-size>

<unversioned-po-caching-enable merge="replace">false</unversioned-po-
caching-enable>

<default-webapi-userid-cache-size merge="replace">500</default-webapi-userid-
cache-size>

</common>

——>
<xml-serialization merge="mergeChildren">

<default-namespace-uri
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/schema/</default-namespace—-uri>
</xml-serialization>

<!—-— Sample connector configuration

<server>

<reloadable-jar—-location>temp</reloadable-jar-location>

<reloadable-jar-location-load-only-once>false</reloadable-jar-location-load-
only—-once>

</server>
—-——>

<!—— Sample default work schedule config.
<server>
<default-work-schedule merge="replace">
<time-schedule>7AM-7PM Every Day</time-schedule>
<time-zone>CST</time-zone>



<holiday-schedule>empty holiday</holiday-schedule>
</default-work—-schedule>
</server>
—=>

<authoring-environment merge="mergeChildren">
<images-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks</images—prefix>

<portal-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/portal</portal-prefix>

<repository-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/ProcessCenter</repository-prefix>

<servlet-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks</servlet-prefix>

<use-portal-for-preview merge="replace">true</use-portal-for-preview>

<webapi-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/webapi</webapi-prefix>

<process-help-wiki-url-view
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/processhelp/en/$TITLE%?teamworksTi
t1le=%$TEAMWORKS_TITLE%</process—help-wiki-url-view>

<process-help-wiki-url-edit
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/processhelp/en/Special:Edit?topic=
$TITLES&amp; teamworksTitle=%$TEAMWORKS_TITLE%</process-help-wiki-url-edit>

</authoring-environment>

<common merge="mergeChildren">

<portal-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/portal</portal-prefix>

<process—admin-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/ProcessAdmin</process—admin-
prefix>

<teamworks-webapp-prefix
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks</teamworks—-webapp-
prefix>

<webservices merge="mergeChildren">

<base-url
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks/webservices</base-url>

</webservices>

<coach-designer-xsl-url
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks/coachdesigner/transform/
CoachDesigner.xsl</coach-designer—-xsl-url>

<office merge="mergeChildren">
<sharepoint merge="mergeChildren">

<default-workspace-site-description merge="replace"><! [CDATA[This
site has been automatically generated for managing collaborations and documents



for the Lombardi TeamWorks process instance: <#= tw.system.process.name #> <{#=
tw.system.process.instanceId #>

TeamWorks Link:
https://wpsvmlOb.svl.ibm.com:9443/portal/jsp/getProcessDetails.do?bpdInstanceld=<{#=
tw.system.process.instanceId #>

]]1></default-workspace-site—-description>
</sharepoint>
</office>

</common>
<server merge="mergeChildren">

<!-— email properties —-->
<email merge="mergeChildren">
<mail-template merge="mergeChildren" >

<client-1link
merge="replace">https://wpsvmlOb.svl.ibm.com:9443/teamworks</client—-1ink>

</mail-template>
</email>

<repository-server-url
merge="replace">https://gastress3.svl.ibm.com:9443/ProcessCenter</repository-server—
url>

<server—-port merge="replace">9443</server—-port>

</server>

</properties>

SSL communication between Process Server and Process Center Server

Make sure that the SSL communication between the Process Server and the
Process Center Server work by adding the certificates to each other's trust store.

Important: If the Process Center and clustered runtime servers were started
before you begin to configure SSL, and the LSW_SERVER table on the Process
Center database contains the non-secure port of the Process Server, you must
delete the Process Server from the Process Center repository:

1. Stop Process Server.

2. From the Servers tab on the Process Center Console, delete Process Server
from the Process Center repository.

3. Delete the record with the non-secure port from the LSW_SERVER table on
the Process Center database.

4. Start Process Server.

1. Install the Process Server signer certificate in to the Process Center trust store.
a) Invoke Process Center: WAS_HOME/java/jre/bin/ikeyman.



e |Command Prompt

Microsoft Windows [Uersion 5.2.37781
CC>» Copyright 1985-2083 Microsoft Corp.

C:sDocuments and Settings“Administrator>d:
Dzs>cd bpmd3B@2-hin

Dzsbhpm43B2-~binX*cd ..%“Javasjre
Dzshpmn43B2~javasjrercd bin
Dzsbhpm43B@2~javasjre~bin*ike yman
D:shpmd4382-javasjresbin?ike yman

b) Select Key Database File > Open.

IBM Key Management
HKey Database File | Create Wiew Help

D Hew... Ctrl-M
@ Open... il

* Hew Provider Ctil-E

Key database information

Key datahase content

Exit

rro start, please select the Key Database File menu to work with a key database...

c) Set the Key database type to JKS.

d) Click Browse and set the file location to was_HOME/java/jre/lib/security.




e) ghan=e the Files of Type to All Files, select cacerts, and click Open. _

Key Database File Create Yiew Help

"} -
= *
Key database information
DB-Type:
File Name:
Token Label:
Key database content
- I 1 =
e [
Key database type ( |JKS |v| j | Delete |
File Name: [keyjks ||| Browse.. | | View/Edit... |
Locati !E_Jl]pen E | Import... |
Look In: ||j security |v| |EIEZ| = | Recreate Request... |
[y blackiist [y trusted.libraries | Rename |
D US_export_policy.jar
D java.policy
D java.security
D Jjavaws. policy
D local_policy.jar | Hew Self-Signed... |
[y PSRoat
| Extract Certificate... |
File Name:  |keyjks |
0 start, please select the Key Datab: |
Files of T_vpe:[ Al Files ~])
| Open | | Cancel |

f) Click OK.

Key Database File Create View Help

[ | | B
Key database information
DB-Type:
File Name:
Token Label:
Key database content
Porsonal Coticates N || oo
Key database type |JKS | - | | Delete |
File Name: |cacerts | Browse... | ViewEdit... |
Location: |D Abprnd 202 avaljretlibisecurity | | Import... |
| Ok | | Gancel | | Recreate Request... |
| Rename |
| Hew Self-Signed... |
| Extract Certificate... |

I[u start, please select the Key Database File menu to work with a key database...




g) Provide the Password. Default is changeit.

M Key Management

Key Database File Create View Help
0@ L%
Key database information
DBE-Type:
File Name:
Token Label:
Key database content
Personal Certificates | - | | Recene... |
Password Prompt | Delete |
Password: | |
| View/Edit... |
| OK | | Reset | | Cancel | | Import... |
| Recreate Request... |
| Rename |
| Hew Self-Signed... |
| Extract Certificate... |
0 start, please select the Key Database File menu to work with a key database... |

h) Select Signer Certlflcates from the Personal Certificates dropdown menu.

IEIBM Key Management - [D:)]

Key Database File Create Yiew Help

T
N | %R
Key database information

DB-Type: Jis

File Hame: Dibpm4302avalirelibs ecurithcacerts

Token Label:

Key database content

Personal Certificates | - | Receive... |

Personal Certificates

Signer Certificates ) | Delete |

Personal Certificate Regquests
| View/Edit... |
| Import... |
| Recreate Request... |
| Rename |
| New Self-Signed... |
| Extract Certificate... |

he requested action has successfully completed! |

i) Click Add.



j) Change the Files of Type to All Files, select the location of the Process
Server DER file, and click Open.

EIBM Key Management - [|

s bpm4302hjava’jre
Key Database File Create Yiew Help

Ne HERE

\security'.cacerts]

Key database information

1]

[Files of Type: |m| Files

DB-Type: JKS
File Name: Cribpmd 30 2javaljrellidisecuriticacerts
Token Label:
Key database content
Signer Certificates |V| [| Add...
addtrustclassica AL | Delete |
addtrustexternalca File Name: |cert.arm | | Browse... |
addtrustyqualifiedca | ViewEdit... |
aolrootcal [Eopen
aolrootca2 | Extract. |
. i 5 i
baltimorecodesigning 100K In: ||j security |'|
baltimorecybhertrustc: | Populate... |
certplusclass2primar. | blacklist [} trusted.libraries =
certplusclass3Ipprime D cacerts D US_export_policy.jar | Rename |
certumca D java.policy
certumtrustednetwor D ; 5
java.security
comodoaaaca A :
deutschetelekomroot D Javaws.policy
digicertassuredidroot |[ ) local_policyjar
digicertglobalrootca PSRoot
digicerthighassuranc:
entrust2048ca File Name:  |FSRoot

|
=]}

ﬂ Open I| Cancel |

k) Enter a label for the certificate (For example, PS-root) and click OK.

| IEIBM Key Management - [D:\bpm4302 java' jre’
. KeyDatabase File Create Wiew Help

N H$RE

ecurity'cacerts]

Key database information

DB-Type: JKS

File Name: Cibpm4302javairellinsecuriticacerts

Token Label:

Key database content

Signer Certificates | - | | Add... |
| addtrustclassica [ & Lt il | Delete |
|| [addtrustexternalca IE‘ Enter a label for the certificate:

addtrustqualifiedca | | = | ViewEdit... |

aolrootcal

aolrootca? | | Extract... |

haltimorecodesigningca

baltimorecybertrustca | Populate... |

certplusclass2primaryca

certplusclass3pprimaryca | Rename |

certumca
certumtrustednetworkca
comodoaaaca
deutschetelekomrootca2
digicertassuredidrootca
digicertglobalrootca
digicerthighassuranceewrootca
entrust2048ca

I‘I’he requested action has successfully completed!




) Close the ikeyman window.

2. Install the Process Center signer certificate in to the Process Server trust store.

a) Invoke Process Server wAS_HOME/java/jre/bin/ikeyman.

b) Set the Key database type to JKS.

c) Click Browse and set the file location to
WAS_HOME/java/jre/lib/security.

d) Change the Files of Type to All Files, select cacerts, and click Open.

e) Click OK.

f) Provide the Password. Default is changeit.

g) Select Signer Certificates from the Personal Certificates dropdown menu.

h) Click Add.

i) Change the Files of Type to All Files, select the location of the Process
Center DER file, and click Open.

j) Enter a label for the certificate (For example, Process Center-root) and
click OK.

k) Close the ikeyman window.

Disable all unsecured ports on all Process Center and Process Server
servers.

1.

2.

3.

Log in to the WebSphere administrative console and navigate to Servers >
Server Types > WebSphere Application Servers.

For each server, click on the server link, then go to Container Settings > Web
Container Settings > Web container transport chains.

Click on each link for the unsecured port, for example,
HttpQueueInboundDefault, and deselect the Enabled checkbox.

. Repeat these steps for all WebSphere Application Server cluster members on all

nodes. For example, if the xxx.AppTarget cluster has members on Nodel and
Node2, these steps must be performed on both nodes.



7]

Application servers > KPDEO1.AppTarget.gastressINode0 1.0 > Web container transport chains

Usea this page to view and manage a transport chain, Transport chains represent network protocol stacks that are operating within a client or
TRFyar

Preferences
Maw Dalete
wlczlez

Select Marme & Enabled Host Port 2 55L Enabled

You can adrminister the following resources:

- HtpGueuelnboundDefault Dizabled #* a080 Dizabled
- HipSueuelnboundbefaultSecure | Enabled #* 445 Enabled
[~  wWclnboundAdmin Cizabled * 062 Cizabled
[ | WolnboundAdminSecure Enabled & 2045 Enabled
[~ | wWcInboundDefault Disablad & 2080 Disablad
[  WCInboundDefaultSecurs Enabled * 443 Enabled

Total &

Verify the Process Server 100Custom. xml file changes in the server

1. Open the TeamWorksConfiguration.running.xml file, which is located in the
WAS_HOME\profiles\PS dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—-server\
directory. Confirm the changes in the 100Custom.xml file. For example:
c:\BPM\profiles\PSDmgrOl\config\cells\gascogneOlCell\nodes\gascogneNo
de0Ol\servers\PSl.AppTarget.PS1Nodel.0\process—
server\TeamWorksConfiguration.running.xml

Verify the Process Center 100Custom. xml file changes in the server

1. Open the TeamWorksConfiguration.running.xml file, which is located in the
WAS_HOME\profiles\PC dmgr profile name\config\cells\cell
name\nodes\node name\servers\app target server name\process-—-center)\
directory. Note: The TeamWorksConfiguration.running.xml file may not be
available in every environment.

Confirm the changes in the 100Custom.xml. For example:
c:\BPM\profiles\PCDmgrOl\config\cells\gascogneOlCell\nodes\gascogneNo
de0Ol\servers\PCl.AppTarget.PClNodel.0\process—
center\TeamWorksConfiguration.running.xml

*Note:

Depending on your environment, you may need to repeat the following steps for
the personal certificate:

- Export the Process Center root signer certificate

- Export the Process Server root signer certificate

- Install Process Center signer certificate in Process Server trust store

- Install Process Server signer certificate in Process Center trust store



Restart the Process Server and Process Center servers

6.
7.
8.
9.

Use admin console to stop the clusters.

Stop the node agent and deployment manager.
Re-start the node agent.

Re-start the deployment manager.

10. Use Admin console to start the clusters.

Verify your configuration

ouswn

1. Log in to the Process Center console using an https connection.

2. From the Server tab, select runtime server, and click configure server.
Confirm that it is opened in a secure browser with https.

Importing an SSL security certificate into Integration Designer

In order to connect to an HTTPS enabled server, you need to import the SSL
security certificate (X509Certificate ) for the server. The steps described in this
procedure are performed using Internet Explorer.

. Launch your web browser and enter

https://hostname:secure_port/ProcessCenter/login.jsp where hostname is the
fully-qualified domain name of the process center server, and secure_port is the
process center secure SSL port number.

On the Security Alert window, click View Certificate.

On the Certificate window, click the Details tab.

Click Copy to File to specify where to save the certificate file on your system.
In the wizard, click Next, accept the default values, and then click Next again.

Enter a file name for the security certificate, for example, pc_cert.cer, and click
Next.

Click Finish. After you have created the SSL certificate, you can import it into the
Java JRE that you will be using for Integration Designer.

Copy the certificate to IIDInstall\jdk\jre\bin where IIDInstall is the directory where
you installed Integration Designer.

Switch to the same location in the command line and run the keytool command
line as follows:

a. keytool.exe -import -v -file <certificate file> -keystore ..\lib\security\cacerts
If you previously imported SSL certificates into the Integration Designer, add the -
alias <key name> parameter to specify a different key name to avoid name
conflicts. The default value is mykey.

b. Enter the keystore password: changeit (this is usually the default password).
C. Enter y at the prompt to trust the certificate.

Configure Process Designer to access Process Center using SSL



1. Navigate to the Process Designer installation location. For example:
C:\W751\IBMProcessDesigner751.

2. Edit the eclipse.ini file

3. Locate -Dcom. ibm.bpm.processcenter.url and change
http://PC_hostname:non_secured port to https://PC_hostname:secured-

port.

B eclipse.ini - Notepad

File= Edit Format Yiew Help

—install

file:.

—configuration

configuration

-name

IEM BEPM

-consolelog

-clean

=y

Sappclientjavagrebindavaw. exe

—wmargs

—=m=128m

—Fmx5l2m

- 1Permsize=128m

—x¥x:MaxPermsize=128m

-Dcom. hm. CorBA. ConfiguRL="f1le:resources/sas, client. props”
—Dcum.ibm.SSL.CDnFiHURL=“Fi1e:rezuurcez£551.c1ient.prups'
-Djava.security.auth. Togin, config="file:resources/wsjaas_client.conf”
= = ontextFactory
—-Dcom. Thm. bpm. processcenter. ur1=https: /Awpsymlla. svl. Thm. com: 59444

=ave, exL oirs=s L FAppC e javay Jres Tt Fapps en A i 7 appc 1 ient /plugins "
-pcom. Tombardisoftware. core. TwErvironment . environmentMame=AUTHORI MG_ENYIRONMENT
—DentityExpansionLimit=214 7483647

4. Save and close the eclipse.ini file.
5. Launch the Process Designer and verify access to the Process Center using SSL.
6. Optional: If you have created and configured your own trust store, you must
modify one of the following configuration files to point to the correct location for
your trust store:
o Standalone configuration: NodeDefaultTrustStore
> Network deployment configuration: CellDefaultTrustStore

Note: When the Process Designer is downloaded, by default a trust.p12 file will
be included with the zip file. The trust.p12 file that is included reflects what is
specified for the NodeDefaultTrustStore (stand-alone server) or
CellDefaultTrustStore (network deployment environment) found in the
Administrator console under Global Security > SSL certificate and key
management > Key stores and certificates. The trust.pi12 file from that
server location is copied and the password is set to webAs before it is included in
the zip file. If you have configured a custom trust store with a different password
or have multiple trust stores, you must manually copy the trust.pi12 file from the
server to your Process Designer install directory and update the -
Djavax.net.ssl.trustStoreType, ~-Djavax.net.ssl.trustStore, and -
Djavax.net.ssl.trustStorePassword properties in the eclipse.ini file.



7. Verify your configuration.
a. Log in to the Process Designer.
b. Right click the Process Apps tab and select Properties.
c. Confirm that the Address: (URL) section contains the https://PC
hostname:secured port secure address.



